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Endpoint Detection and Response (EDR) tools enable organizations 

to address the increased complexity and frequency of attacks 

by providing unparalleled visibility and detection across their 

endpoints. 

Red Canary’s technical team keeps constant tabs on the EDR market, 

evaluates new technology, and has guided hundreds of organizations 

through successful EDR evaluations and implementations. This guide 

is a byproduct of the ongoing evaluations we conduct with EDR 

agents. 

Identifying the right EDR product for your organization requires a 

complete understanding of:

• Your business needs, technical requirements, and internal 

capabilities

• The potential impact an EDR product will have on your 

organization and security operations

• Key variables you should use to help you differentiate between 

EDR products

This guide highlights fifteen questions every security team needs to 

answer before investing in an EDR product. 

THE GROWTH OF EDR
The adoption of EDR tools has rapidly 

increased over the past several years 

and is quickly becoming one of the 

core components of a modern security 

operation.

*As estimated by a leading market 
research firm 

Introduction
E D R  B U Y E R ’ S  G U I D E

3x

50%+

#2

The number of organizations using 

an EDR tool is expected to triple over 

the next 5 years*

Over half of enterprise information 

security budgets will be spent 

on rapid detection and response 

approaches by 2020* 

Detection and response is the 

second highest area of operational 

spending (SANS, February 2016)
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1. Why are you investing in an EDR program?

2. What level of expertise and time commitment is needed to use the solution?  

3. What additional infrastructure is required?

4. What is the business impact of deploying the solution?

5. Can the EDR solution replace existing endpoint security investments?

6. What platforms and operating systems does the solution support?

7. What level of visibility does the solution provide?

8. Does the solution include the ability to prevent threats?

9. How does the solution detect threats to your organization?

10. What response capabilities does the solution offer?

11. What types of reporting are available?

12. Does the solution integrate with other security and enterprise tools?

13. What is the impact to your endpoints?

14. What security controls does the solution use to protect itself from attackers?

15. What support does the vendor offer?

The Most Important Question

The Business Case 

Technical Performance

Living With It
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There are many reasons to invest in an EDR program. Understanding your goals is a critical first step to narrowing the 

field of potential EDR solutions. Once that is out of the way, you can move on to evaluate the business case, technical 

performance, support, and vendor requirements.

The Most Important Question
E D R  B U Y E R ’ S  G U I D E

1

Existing endpoint security products (AV, NGAV, HIPS, EPP, etc.) are failing to 
stop an increasing number of threats

High        Medium        Low

High        Medium        Low

High        Medium        Low

High        Medium        Low

High        Medium        Low

High        Medium        Low

High        Medium        Low

Your team has little visibility into what is happening on your endpoints

You have good tools and processes in place, but are concerned that threats are 
still slipping through on your endpoints

Frequent incident analysis and response costs are distracting your team from 
focusing on the right priorities

Your team does not have the capacity or expertise to build the solutions 
needed to respond to increasingly sophisticated threats

Compliance requirements or large fines are mandating the use of continuous 
monitoring and threat detection

Leadership is focused on preventing a public breach and the associated costs, 
negative headlines, and brand damage

Problem

USE THIS WORKSHEET TO RANK YOUR TEAM’S CONCERNS:

Concern

Why are you investing in an EDR program?
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It is important to remember that an EDR product alone does not give your organization an EDR capability. Well-trained 

security professionals and sound processes are needed to maximize your EDR investment and truly improve your 

security. Without the right team and time commitment, EDR products can amass data and alerts, increasing costs and 

fatiguing analysts.

What level of expertise and time 
commitment is needed to use the solution?

The Business Case
E D R  B U Y E R ’ S  G U I D E

2

DEVELOPING AN EDR CAPABILITY REQUIRES A VARIETY OF DISCIPLINES:

Consider a managed solution if your team does not have at least one full-time employee to 

triage, investigate, and respond to alerts detected by an EDR product.

Continuous curation and development of 
sources of intelligence, detection techniques, 
and behavioral patterns to accurately 
identify threats

Managing and maintaining 
hardware and software for EDR 
products and their deployment 
across your organization

Hunting for potentially threatening 
activity not identified by the EDR 
product’s detection capabilities

Integrating the EDR product into other parts 
of your security infrastructure including 
SIEMs, ticket tracking systems, or other 

threat intelligence sources

Triage and investigation of the hundreds to 
tens of thousands of potentially threatening 

events identified by the EDR product

Workflow definition and 
execution for detection, 

investigation, and response 
across your organization

Security Research

IT Operations

Threat Hunting

Security Engineering

Security Analysis and 
Incident Response

Security Operations EDR
Disciplines
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E D R  B U Y E R ’ S  G U I D E :  T H E  B U S I N E S S  C A S E

MANAGED EDR: TWO APPROACHES
A growing number of managed security providers are now offering 

EDR solutions. It is important to understand what is included with 

the managed offering as there are drastically different managed 

EDR solutions.

Managed Detection and Response (MDR): 
Often a custom-built detection and response service, MDR 

leverages EDR products alongside the vendor’s security 

operations team. They deliver the detection and response 

capability you would otherwise need to build internally. Core 

functions include:

• Threat detection based on continuous monitoring and 

analysis of your endpoints, users, and network activity in 

search of suspicious behaviors, patterns, and signatures

• A threat research team and security operations center to 

triage and investigate potential threats, identify the true 

threats, and eliminate the burden of false positives

• Empowered response based on an alert to your team with 

detailed and actionable context; feedback and reporting

• Infrastructure management

Managed Security Service Provider (MSSP): 
The traditional managed security provider is known for 

managing dozens of different product categories and sometimes 

hundreds of products. When talking with an MSSP, make sure to 

understand what “managed” means. Most often it means: 

• Management: Ensuring the product is operating correctly 

including any hardware and software 

• Monitoring: Reviewing any alerts generated by the product, 

performing some level of analysis, and forwarding along to 

your internal team

15x
The percentage of midsize and 

enterprise organizations using 

services like MDR will grow to 15% 

by 2020, up from less than 1% 

today* 

*Gartner, Market Guide for Managed 
Detection and Response

Download a related resource:
MSSP vs MDR: 8 Common Questions 

and Answers >

|   6

https://resources.redcanary.com/8-common-questions
https://resources.redcanary.com/8-common-questions


When evaluating the total cost of ownership of an EDR solution, ensure you include the costs of hardware, software, and 

time required by the product. Will you need to procure and manage hardware to support the solution? EDR products 

generally come in three deployment flavors: on premise, appliance, and cloud. Refer to the following page for a chart 

that outlines infrastructure requirements based on deployment type.

What additional infrastructure is required?3

E D R  B U Y E R ’ S  G U I D E :  T H E  B U S I N E S S  C A S E

BUYER BEWARE OF “HUNDREDS OF THOUSANDS OF ENDPOINTS PER SERVER!”
Over the years, certain endpoint vendors have used claims of scalability that were 10x that of their peers. It is 

important to inspect these claims with a critical eye. Many times, it is simple to deliver 10x the scalability for 

each server by simply collecting 10x less data than is essential for your detection and response.

THREE DEPLOYMENT FLAVORS

1 2 3
On Premise Appliance Cloud
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E D R  B U Y E R ’ S  G U I D E :  T H E  B U S I N E S S  C A S E

Dependent on hardware 
and configuration. 
Generally requires 

additional or expanded 
hardware as you grow

Dependent on hardware 
and configuration. 

Almost always requires 
additional appliances as 

you grow

Security

Scalability

Reliability

Upgrade 
Frequency

Product 
Maintenance

Hardware & 
Infrastructure

Procured by you, 
provisioned by your IT 

organization

Your responsibility

Generally quarterly or 
annually

Dependent on 
your hardware and 

configuration

Dependent on your 
internal security 

measures

Delivered by the vendor, 
installed on your premise

Often performed by 
the vendor

Generally quarterly or 
annually

Based on quality of the 
delivered appliance

Dependent on both 
your internal security 

measures and the 
vendor’s security controls

Provisioned by the 
vendor in their cloud

Continually performed 
by the vendor

Continually or quarterly, 
depending on the vendor

Generally highest due to 
maturity & SLAs

Dependent on the 
vendor’s controls and 

security

Elastically grows with 
your business

On Premise CloudAppliance

UNDERSTAND THE INFRASTRUCTURE REQUIREMENTS BASED ON DEPLOYMENT:
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EDR solutions should be easily deployed to your endpoints using any native or third-party deployment utility. Solutions 

that require a reboot of the endpoint can have major business impacts and require greater organizational coordination.

Deployment to Windows endpoints

Deployment to Linux endpoints

Deployment to OS X endpoints

Is a reboot required on installation?

Is a reboot required on uninstallation?

Are there known conflicts with your antivirus products?

Are there known conflicts with your other endpoint products?

SCCM, GPO, Altiris

Puppet, Chef, Spacewalk

JAMF (formerly Casper Suite)

Yes / No

Yes / No

Yes / No

Yes / No

Business Impact

USE THE FOLLOWING WORKSHEET TO EVALUATE BUSINESS IMPACT DURING VENDOR CONVERSATIONS:

Common Answers

E D R  B U Y E R ’ S  G U I D E : T H E  B U S I N E S S  C A S E

What is the business impact of deploying 
the solution?4

E D R  B U Y E R ’ S  G U I D E :  T H E  B U S I N E S S  C A S E

If you are concerned about operational impact or want to verify a vendor’s claims, consider an 

evaluation of the agent on each of your standard endpoint configurations.
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Many of today’s EDR solutions do not directly replace common security investments and instead focus on strengthening 

a specific part of your security posture. Keep in mind that you may be able to replace another security investment that 

has a different “purpose in life” if you are only using some of the product’s features.

Evaluate if the solution can replace your existing investments in:
• Antivirus (See Question 8 for more on EDR as an AV replacement)

• Data loss prevention (DLP)

• File integrity monitoring (FIM)

• Host-based IDS/IPS

• Network threat/anomaly detection

• User Behavior Analytics (UBA)

EDR AS A REPLACEMENT FOR FILE INTEGRITY MONITORING

Organizations often use dedicated file integrity monitoring products for a very specific purpose: identifying 

modifications to a specific set of protected or sensitive files. Several leading EDR products allow for this 

exact capability. As a result, many organizations frequently replace their file integrity monitoring tools with 

EDR products.

Can the EDR solution replace existing 
endpoint security investments?5

E D R  B U Y E R ’ S  G U I D E :  T H E  B U S I N E S S  C A S E
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Ensure the solution supports operating systems, platforms, and variants used by your organization. Ideally a single 

solution will work across your servers, workstations, laptops, and other endpoints. Be sure to consider if 32- and 64-bit 

versions of the operating system are supported, if necessary.

* Operating systems that are not often supported by market-leading EDR products

What platforms and operating systems 
does the solution support?

Technical Performance
E D R  B U Y E R ’ S  G U I D E

6

Windows XP*

Windows 7

Windows 8

Windows 10

Windows Server 2003*

Windows Server 2008

Windows Server 2012

Windows Server 2018

Apple OS X

Linux (Red Hat / CentOS)

Linux (Debian, Amazon, etc.)*

Ubuntu*

Android*

iOS*

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Platform

USE THE FOLLOWING WORKSHEET TO EVALUATE SUPPORT ACROSS YOUR ENVIRONMENT:

Supported by Vendor? Number of Endpoints in Your 
Organization
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An EDR tool has limited value if it does not record and provide access to a rich set of information collected from covered 

endpoints. Think of it akin to a physical security system: an optical security camera is vastly inferior to one that also 

collects X-ray, infrared, and vibration data.

Process information

Network connections

File modifications

Registry changes

Binary file

Memory content and structures

User information

Process starts, process stops, cross process injections, complete 
command line, and user context.

Directionality, source and destination IP address, domain name, bytes 
transferred, connection duration, full packet capture (PCAP), and 
application-layer data.

File type, name, size and hash for each created or modified file.

Keys and values for each created or modified registry path. Some 
tools store data pre- and post-event for rollback or comparison.

Header and metadata structures, to include digital signature 
information. Some solutions capture complete copies of binary files 
for further analysis.

Inspection or capture of memory contents, and profiling of memory 
access attempts.

User, group and domain information associated with each process.

Recorded Endpoint Activity

REFER TO THE FOLLOWING AREAS TO HELP YOU DETERMINE AN EDR AGENT’S DEPTH OF VISIBILITY:

Example Data That Can Be Collected

T E C H N I C A L  P E R F O R M A N C E

What level of visibility does the solution 
provide?7

E D R  B U Y E R ’ S  G U I D E :  T E C H N I C A L  P E R F O R M A N C E
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ADDITIONAL CONSIDERATIONS

Visibility is one of the central components of an EDR solution and can be challenging to objectively assess. Discuss 

the following topics with potential vendors as you evaluate a solution’s level of visibility.

What happens when the endpoint is no longer connected to your corporate network or Internet?
It is important to understand how the solution performs when the endpoint has limited or no connectivity to the 

network where the solution is hosted.

Are tools provided to explore current and historical endpoint data collected by the solution?
EDR solutions with true endpoint visibility should allow you to “wind back the clock” and see exactly what 

happened on the endpoint at a specific date. Ensure the solution’s query system and language are intuitive and 

not overly complex. Also, make sure you understand how long historical data is retained by default and what 

configuration options exist.

Where is the endpoint data stored?
The agent should upload all recorded information to a server. Heavy usage of local storage on the endpoint results 

in two downsides. First, the data cannot be used for centralized threat detection. Second, the longer activity records 

reside on an endpoint, the more susceptible that data is to tampering by the attacker you are trying to detect.

Can all collected endpoint data be retrieved via an API?
An often-overlooked benefit of the visibility an EDR solution provides is your ability to answer security questions 

such as “what software in my organization is unpatched?” or IT questions such as “how many users actually use 

Microsoft Publisher?” The ability to query the raw data and develop your own reports is essential to increasing your 

return on investment.

T E C H N I C A L  P E R F O R M A N C ET E C H N I C A L  P E R F O R M A N C EE D R  B U Y E R ’ S  G U I D E :  T E C H N I C A L  P E R F O R M A N C E

The only way to truly understand the visibility provided by an EDR product is to see the data 

for yourself. Don’t hesitate to ask vendors to provide sample data exports and screenshots that 

prove what data is collected.
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EDR solutions are increasingly beginning to include some form of prevention in addition to threat detection. As 

prevention capabilities mature, it is possible the “prevention” and “detection” components will converge into a single 

endpoint agent. 

While it may be tempting to look for an “all-in-one” solution, it is not recommended to let your EDR purchase be too 

heavily weighted by prevention. Many EDR solutions have immature prevention capabilities that will be maturing over 

the coming years. If prevention is an important factor in your EDR purchase, ensure you perform a thorough analysis that 

definitively defines what will be stopped. 

Consider the following criteria:

• Are potentially threatening applications prevented by runtime inspection (AV, static binary analysis, sandboxing, 

etc.) or application policies (trusted publishers, installers, etc.)?

• What process does the EDR tool use to prevent execution? Whitelisting or blacklisting?

• Are threats stopped before they execute, during execution, or both? If before execution, how much delay is 

introduced in an application’s startup?

• What is the process when the solution prevents a legitimate application or behavior from executing?

• How much Help Desk training and ongoing effort is needed to support users impacted by false positives?

• Do prevention capabilities continue to function even when the endpoint is no longer connected to the Internet or 

corporate network?

THE FUTURE OF EDR AND AV

EDR and AV products are most likely 2-3 years from converging into a single product category that includes 

visibility, prevention, detection, and the ability to respond. We are already seeing certain AV vendors 

including basic EDR-like capabilities. On the EDR front, most vendors are adding AV-like prevention 

capabilities based on both signature and behavioral techniques.

Be sure to validate vendors that promise to provide both prevention and threat detection 

capabilities today, and understand the product’s roadmap and how it will evolve over time.

Does the solution include the ability 
to prevent threats?8

T E C H N I C A L  P E R F O R M A N C EE D R  B U Y E R ’ S  G U I D E :  T E C H N I C A L  P E R F O R M A N C E
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Understanding both the types of threats an EDR solution detects and what technologies and techniques are used should 

be central to your evaluation. Many solutions take a very limited approach to detection and are handicapped against 

solutions that provide broader coverage of threats.

How does the solution detect threats 
to your organization?9

T E C H N I C A L  P E R F O R M A N C EE D R  B U Y E R ’ S  G U I D E :  T E C H N I C A L  P E R F O R M A N C E

Malware (crimeware, ransomware, trojans, exploit kits, etc.)

Misuse of legitimate applications (PowerShell, WMI, MSHTA)

File-based attacks (Microsoft Office, Adobe PDF, etc.)

Unwanted software (browser toolbars, PUPs)

Insider threats (malicious employee, compromised credentials, 

accidental release of data)

Suspicious user activity

Suspicious application behavior

Behavioral analysis

User behavior analytics

Long tail analytics and anomaly detection

Dynamic binary analysis (“sandboxing”)

Static binary analysis

Network threat intelligence (known bad domains, IP addresses)

Binary threat intelligence (known bad MD5s/SHAs, file paths, binary 

signing data, YARA, etc.)

Which of the following types of threats will be detected?

What technologies and techniques are used for detection?

USE THE FOLLOWING WORKSHEETS TO EVALUATE THREAT DETECTION CAPABILITIES:
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T E C H N I C A L  P E R F O R M A N C EE D R  B U Y E R ’ S  G U I D E :  T E C H N I C A L  P E R F O R M A N C E

Command & Control 
Connections

Actions on
Objectives

MAPPING DETECTION TECHNOLOGIES TO THE KILL CHAIN:

Attack
Deployment

Initial Intrusion
and Persistence

Binary Threat Intelligence

Dynamic Binary Analysis

Static Binary Analysis

Network Threat
Intelligence

Network Threat
Intelligence

User Behavior Analytics

Application Behavioral Analysis

Long Tail Analytics/Anomaly Detection

SPECIFIC SCENARIOS

1. User opens archived (zip/rar) attachment via email that contains a malicious payload

2. User visits malicious website delivered via email or redirect that exploits a vulnerable web browser or browser 

plugin to drop and execute a payload

3. Lateral movement detection

• Living-off-the-land attack utilizing built-in operating system utilities such as PowerShell, WMIC, NET, and psexec

• Utilization of RDP, Telnet, and SSH to authenticate to multiple machines in a short timeframe

• Scripting language, including Python, Ruby, and Perl to escalate privileges and simultaneously connect to 

multiple systems

FOR EACH OF THE ABOVE SCENARIOS, ASK VENDORS:

• Can you detect this activity? If so, please detail every stage of the attack that you can detect.

• What artifacts will you be collecting that will enable this detection?
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T E C H N I C A L  P E R F O R M A N C EE D R  B U Y E R ’ S  G U I D E :  T E C H N I C A L  P E R F O R M A N C E

ADDITIONAL QUESTIONS

What is the solution’s false positive rate? False negative rate?
The accuracy rate of an EDR solution is heavily dependent on the technology and whether security analyst review is 

included in the solution. If you have a large and highly experienced security team, you may favor high false positive 

rates and low false negative rates. If your staff is limited, you may favor solutions that include security analyst 

review by the vendor and have a very low false positive rate.

If a vendor says they have no false positives or is unwilling to disclose their false negative rate, they are 

untrustworthy and should be avoided.

How do you provide feedback on detections and “tune” the system?
EDR products will always struggle to find the balance of when to alert users. Think of this as a spectrum of detection 

coverage and the resulting number of events that need response.

Alerts on any potentially 
threatening events

Significant number of events per 
endpoint

Product noise can frustrate 
incident responders

Better detection,
more triage work

Alerts only on events that are 
highly likely to be bad

Lower number of events per 
endpoint

Poor detection coverage can 
frustrate incident responders

Worse detection,
less triage work

BROAD DETECTION COVERAGE NARROW DETECTION COVERAGE

The ideal EDR product will broadly identify potential threats in order to detect as many true threats as possible — 

and then will leverage user feedback to tune away false positives and “reduce the noise.” It is important to 

understand how the EDR product maximizes your triage efforts by taking in feedback and adjusting detection 

criteria based on your tuning. There is little value to a product that detects “everything” and cannot be improved, 

or limits alerting to threats that meet a strict set of criteria.  
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Look for EDR solutions that include actionable intelligence about threats 

and give you the capabilities to respond. Your team needs to be able to 

immediately react to the threat and stop it before it does more damage 

to your organization.

Does the solution require your staff to triage and investigate 
potential threats? If so, consider:

• Do you already have a process for tracking investigations? If not, 

does this tool help?

• How are potential threats prioritized? Time of occurrence? 

Severity?

• Can multiple analysts triage threats simultaneously?

• What contextual information is provided to analysts about the 

potential threat, endpoint, and user?

Evaluate whether the solution offers the following response 
features:

• Isolating an endpoint from the network

• Killing processes and/or banning specific binaries

• Deleting files and/or registry keys

• Revert to last known good state

• Investigating endpoint activity to understand attack progression 

and root cause

Additional factors to consider:
• Does the solution allow response regardless of the endpoint’s 

location/corporate network connectivity?

• Can response actions be enqueued regardless of whether the 

endpoint is offline?

• How quickly can you respond to a threat using the solution?

• Can response actions be automated using workflows, policies, or 

an API?

• Do you have to respond in the EDR tool or can you integrate 

detections and response actions into your pre-existing workflow?

What response capabilities 
does the solution offer?10

T E C H N I C A L  P E R F O R M A N C EE D R  B U Y E R ’ S  G U I D E :  T E C H N I C A L  P E R F O R M A N C E

COMMON EDR RESPONSE 
WORKFLOWS

Threat
detected

Triaged and 
investigated

Endpoint
isolated

Claimed
by analyst

Threat
confirmed

Response and 
remediation

Closed

|   18



The reporting that the EDR solution provides to your organization is central to the value you will receive. This applies 

to the reporting that is delivered with every threat detection as well as summary reporting about your endpoints and 

organization. 

What types of reporting are available?11

T E C H N I C A L  P E R F O R M A N C EE D R  B U Y E R ’ S  G U I D E :  T E C H N I C A L  P E R F O R M A N C E

Does it provide an overview that clearly explains why the threat was detected?

Can you easily gather indicators of compromise from every detected threat?

Are you able to review a timeline detailing the progression of the threat and what 
exactly it did on your endpoint?

Does each detection include related endpoint and user information?

Are threats classified by severity so you understand which detections require 
immediate attention?

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No

Can you easily see how much data the EDR solution collected and the depth of 
analysis performed?

Are you able to pull a listing of endpoints that have the EDR solution, internal 
endpoints that do not have the EDR solution, and covered endpoints that recently 
stopped communicating?

Does it summarize user and endpoint activity so you can identify outliers?

Does the solution help you assess the risk to your organization by endpoint, user, 
organizational unit, etc.?

Are you able to create customized reporting? If so, how easy is that process? 

Threat Detection Reporting

Summary Reporting

Yes / No

Yes / No

Yes / No

Yes / No

Yes / No
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One key to seeing a powerful return on your EDR investment is integrating it deeply into your existing security and IT 

tools. This allows your team to be most effective and get maximum value from the solution. Ensure the vendor can show 

you case studies and live examples of how their solution has integrated into environments similar to your own.

Living With It
E D R  B U Y E R ’ S  G U I D E

12 Does the solution integrate with other 
security and enterprise tools?

POINTS TO CONSIDER

Can the solution leverage intelligence gleaned from your other security investments?
If your organization has invested in intelligence from third parties or open source feeds, or if you are part of an 

industry group such as an ISAC, it can be beneficial to feed that information into an EDR product to enhance its 

detection capabilities.

Does the solution integrate with sources of “organizational intelligence” such as Active Directory?
Sources of organizational intelligence such as Active Directory can provide additional context about the users and 

endpoints associated with a detected threat. When merged with a potential threat detection, the additional context 

can make triage and response faster and more accurate.

What integrations are supported by the solution?
• Email

• Syslog

• SIEM connectors

• Webhooks

• DevOps platforms (PagerDuty, VictorOps, etc.)

• Mobile applications

• Messaging systems (Slack, Microsoft teams, etc.)

• Issue tracking systems (JIRA, ServiceNow, etc.)
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What information can be included in the notifications?
Some EDR solutions only provide limited information about endpoint activity and detected threats. Solutions 

that provide full information in integrations are preferable.

Is bi-directional integration with incident management/tracking solutions available?
Bi-directional integrations allow the EDR solution to create a “case” or “incident” in your incident management 

systems and synchronize data about your team’s progress on the incident back to the EDR solution so you have 

a consistent view across systems.

Does the solution provide an open and easy-to-use API to develop your own integrations? 
Gone are the days of stodgy black box security products that require complex first-party integrations, often 

at additional cost. Every product should include robust APIs that allow access to underlying data and allow 

common actions to be automated using simple API clients. Vendors should show a strong commitment to the 

continued development and expansion of APIs and other automation-friendly features. Consider whether the 

solution offers a library of integrations and if there are dedicated resources tasked with developing customer 

integration requests.
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Nearly all EDR solutions use an endpoint agent that is tightly integrated into the endpoint’s operating system, meaning 

it can have serious performance impacts and cause instability if it is not well-designed and tested. The vendor should be 

able to show you performance data of their product tested on similar operating systems and hardware, as well as while 

running similar applications.

What is the impact to your endpoints?13

POINTS TO CONSIDER

Is the solution marketed as “agentless”?
Beware EDR solutions marketed as “agentless” that claim to provide true endpoint visibility without the agent that 

is required to collect process, file, registry, and other information needed to detect threats. Even native tools such 

as Windows’ SysMon use additional software to collect data.

How much CPU and memory does the agent use?
Agents should use less than 1% of CPUs and 5-20Mb or RAM. Heavy agents may use between 50-100Mb.

How large is the agent’s footprint?
Typical agents may consume 2% or 2GB of storage and are configurable.

Does the agent operate at the kernel level or in user space?
Kernel mode agents provide greater visibility but require substantially more testing by the vendor to ensure they do 

not impact the endpoint operating system. User space agents are more prone to tampering and lack the visibility 

into kernel level attack payloads and may lack visibility into certain low-level system activities or modifications.
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An EDR solution can be a large security risk to your organization if improperly designed. Ensure that both the solution 

and the vendor have strict security policies that are frequently tested by external parties.

What security controls does the solution 
use to protect itself from attackers?14

POINTS TO CONSIDER

Does the solution leverage role-based access controls to separate administration, visibility, and response 
capabilities?
Many security teams use a separation of duties in their teams to limit their risk if a user account is compromised. 

EDR products should provide role-based access control to separate access to investigation and triage tools, 

endpoint response and remediation capabilities, and system administration.

Are user activities auditable?
The activities of your users, the EDR product, and the vendor should have an audit trail available for review.

Is mandatory multi-factor authentication available?
EDR products record sensitive data from across your organization and often have the ability to affect your 

endpoints. As such, they should always be protected by multi-factor authentication.

Can the EDR solution detect tampering or attempts to avoid being detected by attackers?
As EDR products have gained market share, attackers have begun attempting to avoid detection by targeting the 

EDR product itself. It is important for EDR products to defend themselves from attackers by implementing tamper 

detection and/or prevention.

If the EDR vendor is compromised, what level of access would an attacker have to your endpoints?
It is critical to understand how your EDR vendor protects you from third-party supply chain risk. What controls do 

they have in place to ensure an attacker cannot use the vendor as the attack vector into your organization?

How does the solution secure the data collected from your endpoints?
There are three points the vendor needs to ensure proper data security: collection and storage on endpoints, 

transmission of data to the central analysis and storage system, and long-term storage of data. Many EDR vendors 

have their own proprietary storage mechanism and will take different approaches to encryption and agent-server 

authentication.
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HOW DOES THE VENDOR PROTECT ITSELF?
A breach of your EDR vendor can quickly result in the exposure of your organization’s data and allow 

direct attacks on your endpoints. 

When assessing a vendor’s security, use comprehensive questionnaires and interviews to understand 

the vendor’s policies. Third-party reports like SOC and ISO 27001 can be beneficial. Vulnerability 

assessments of the vendor performed by well-respected third parties should increase your confidence 

that the vendor invests in their own security.

T E C H N I C A L  P E R F O R M A N C EE D R  B U Y E R ’ S  G U I D E :  L I V I N G  W I T H  I T

|   24



The level of support offered by a vendor will drastically affect potential costs you incur as well as your ability to deploy, 

troubleshoot, and optimize your EDR solution.

What support does the vendor offer?15

POINTS TO CONSIDER

Does the vendor offer professional services? What are the costs and scope?
This is an often overlooked part of an EDR purchase that can result in significant additional costs. It is important 

to understand how far a vendor’s professional services will take you during deployment and configuration, what 

options you have for additional support, and all of the associated costs.

What level of support will the vendor’s account management team provide?
Some “account managers” are extensions of the sales team and do not have the security background to help you 

understand threats detected. Make sure you identify the following about the vendor’s account managers:

• How many customers an account manager supports

• Background and average years of security experience

• Scope of questions they can answer 

• Average time to respond

• Level of technical support provided (ex: helping you build integrations, recommending response actions, 

taking actions on your behalf in an emergency)
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Think through the experiences that have most frustrated you with other tools you have 

purchased. Use this as a framework to understand how the EDR vendor will support you, their 

level of effort, and their scope. 
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In Conclusion
E D R  B U Y E R ’ S  G U I D E

When combined with mature security operations and IR processes, EDR tools can help organizations better defend 

against today’s rapidly evolving threats. However, few organizations have the internal resources to build a true EDR 

capability. Carefully consider your business needs and EDR capabilities as you research solutions. 

ABOUT RED CANARY

The Market’s Leading EDR Technology User
Red Canary was built to support organizations struggling to manage the complexities of threat detection 

and response. We partner with the market’s leading Endpoint Detection and Response agents to deliver a full 

EDR capability. Acting as an extension of our customers’ teams, we quickly identify threats and enable rapid 

response.

HOW CAN WE HELP?
Need help evaluating an EDR solution? Want to learn more about managed EDR? 

Schedule a 1:1 consultation at redcanary.com/demo.

Follow us for more EDR tips and advice:

      redcanary.com/blog    |          @redcanaryco     |          LinkedIn
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